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Abstract: In covert communication for collaborative multi-agent systems, generative model-based image steganography
can directly synthesize stego-images over public channels, offering a novel approach for secure transmission of instruc-
tions and data. Given that existing generative steganography methods can’t simultaneously achieve robustness, cover im-
age quality, and resistance to detection, a generative image steganography method based on distribution-preserving embed-
ding and orthogonal mapping was proposed. Firstly, a distribution-preserving information embedding mechanism was de-
signed to embed the secret information into the sampled Gaussian latent vector. Secondly, a vector reconstruction module
was introduced to generate inputs that follow the standard normal distribution, thereby enhancing robustness against chan-
nel interference and resistance to steganalysis. Finally, the receiver performed inverse operations based on the shared key
to extract the information. Experimental results show that, under different steganographic capacities, the cover images gen-
erated by the proposed method consistently achieve superior visual fidelity. After attacks such as JPEG compression and
Gaussian noise, the information extraction accuracy remains above 97%, demonstrating strong robustness. Against com-
mon steganalysis detectors, the false positive rate is approximately 0.500, highlighting excellent detectability resistance.
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HINEEA AL A P RS, X% BUR
B0 T TR SR R

@® 45 (Resize) . Z#FE T L 87 BB
()5 FR VP S e, SEI0 2 R 5 4% 0.75
1.25 1 1.50 FRFRUBE LA EAT RO R %

@ JPEG K4, ZIRAE B FEVFA A FFE L IR
B RS ERe B2, S256 4 AE =1 0=
90 A1 O=70 (2% A T BEAT I

@ FHJEH (Median Blur) . 1Z 4 EE i H
AR R ER B ME R ER B,
Rl AT

@ =W (Gaussian Blur) . Z#{Ed HA
[F) 588 FEE P vy DA 5o G = 38 IX S AT b 3

® EHEEFE (Gaussian Noise) . % B {E i i
[ei] B H B AL 0 IR AN 50 407 23 A R e 75 S B, e s
BRI 22 IR /N 7R I8 75 IR R B

4) Pririite . S TEMPUEE e 115



%4

SERENESR 3 T A0 CREFIRON S IE ST B 65 B p o R R 5 7 ik - 295 -

LT X 5 20 b e 45 PR RE 9% 6 S iz 1A R ] A 1
o NVFMEIZIERE, A SCU R R BNV
ks, HHEAKXA)FR.

Py, +P
PE: FA2 MD (18)

Hrr, PONRER, P ARRR. Bkl
0.5, T BRI 28 AN Be A AL X 4 # ik B8 5 R H
E18

5) M. EAERKEGRES Y, hT 6t
Z RGBSR, K CRAMM LS
2 1% 5 & PEA 48 A5 BRISQUE F1 NIQE X 4= ik
B R AT &
43 SLREER
43.1 BHRBEKL =

15 [ 58 M R AS B AT, A SCEd A
ANE P SCAR SN A R AR AR AR, XX s
UG AL B R BEAT R GRS, 82 AR o 1
K3 s

(d) AR5 %

(b) LAGDE
B3 AFERRE A s #k B s )

(c) SNAD

TERLSE B VA 7 TH, BT AR B S T iE A
T BRI ARG, A SCRA TS % B R E 1PN
& 4% BRISQUE A1 NIQE %} 2E i 4% 1) B S2 I8 AT
B VAL, S2I8 7F MS-COCO % ¥ 4 I 3t 17 .
BRISQUE 4 NIQE 1537 B, 3% B A4 s A A AL
e R, R F AR B AR

LI AR WL 2 iR . R 20H, AL
7E BRISQUE F1 NIQE 4 T it & Vi 5w b 35 B 43
BARAE,  BPAE B Bk R AR AL B o & AT X b
ik, BAEFRIMREE . Ak, RTEAR
T B N SR A AR B AT IO, A AR T R

AL RAE ST, TR, I3 S AR
(55, ST AR AN XA S, iR
S H AR R BRI AR, i —
TR IRt

*2 AERERFEESNEEESRRENIEL

WiReS BRISQUE NIQE
S2IRT™! 19.17 4.21
GRDH™ 18.21 4.03
LAGDE®R 17.69 3.91
AT 17.27 3.87

432 RIBCEHFLEEM

VAL 7B e, A SCHE MS-COCO %
£ LS5 ZANRETIEAEARL TS5 Ti#AT T
oo ANERES J7EAE 2 PG SeE T R (5 B4
EHERF R A4 3 B

SIS SE R, BB RE N, RS TE
(B A 2 45 S DU T B (e %h . 7R odifkdm
U, AOTEIMES BIRIUEME S TG
Xk TERZH0E WG BB T, AR
R B MRS T . U RN T R
W OLEIPEG R4 kBT SER BERAE, ASCTER
YERE LA Z R, R T RIFMsE AT S RE
Yo IbAh, TEARZHIEHIHFT, AL
BHE B AT BE AR 4 7E 97% DA b, B BSR4t
T E .
433 REERZTHTHAMK

NVl AN AR S 25 R SRR R, IRIEA
CTERERE— B, AT AR R E T
EG R EHAT TR AT

RABRTAFRESHT, AL HIELEMS-
COCO % ¥ 4 M Flicker8K 35 45 4= i 8 4 K15
AL o BT LS . RABHRRM, MERES
Ak, WS EE AR R R E B S BIRE P R
G, KPR R EREANZALRE
SHTE I

TS T AR IRAEMS-COCO i dli 4 /)
ERENAGE . SRIRIA, ARSI 4 P
MBS AERE FHRMMS, RIEEZ 2T
Yoy, TE4ER 25037 5t i 22 A0 Re A e 4 R
1E97% LA L, FE4rURAE T %7 ik R et
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%*3 TEREAFEEZMEGIE TR EERIREVERE
kR BN GRDH™®! S2IRT™! LAGDE®R! SNAD?2" GSAGSC? RIITiE
~ (bpp=0.0625)  (bpp=0.0625)  (bpp=0.0625)  (bpp=0.0625)  (bpp=0.0234)  (bpp=0.025)
T — 98.35% 81.67% — 98.97% 98.39% 99.16%
0.75 97.41% 79.68% — 97.81% — 98.29%
Resize 1.25 97.77% 81.02% — 98.33% — 99.03%
1.5 97.94% 82.31% — 98.94% — 99.14%
90 96.73% 79.16% 98.37% 97.85% — 98.30%
JPEG JE 45
70 93.53% 76.63% 95.42% 95.41% — 95.82%
0.001 97.82% 81.24% 98.87% 98.96% — 99.13%
Gaussian Noise
0.01 97.56% 80.35% 98.32% 98.72% — 98.17%
3x3 97.42% 80.22% 97.72% 97.52% — 98.12%
Gaussian Blur 5x5 95.81% 76.64% 93.25% 94.02% — 97.14%
7x7 92.99% 73.21% 88.03% 91.27% — 94.21%
3x3 95.82% 78.37% — — — 97.21%
Median Blur 5x5 90.13% 75.11% — — — 92.31%
7x7 82.31% 72.51% — — — 85.72%
= (= 3 ST Al = 53 Sy Ny >
®4  FRBRESHTHNRRELR PIBRHCTE . FHER 6 AT A, AL EAE 2 Fh F ksl
REZH Bl /it MS-COCO Flicker8K BRI AR K RIS RE ELE 0.500 A5 AT, 25 B A I B X
165 6553 1727 18.47 DL R 5 TE R BEUR B TER , B00E T EL AR A
1.75 6 144 17.25 18.32 ke E kg .
1.85 5734 17.23 18.38
6 2 ,%\T | A s
— 1403 621 * RS it REELER
EAEITE S Trik SRNet XuNet YeNet
%5 TERSEH FHEEMLER GRDH™' 0507 0.501 0.506
S S5 LAGDEPY 0.502 0.503 0.501
Wi 5= ZH MS-COCO
1.65 1.75 1.85 1.95 SNAD!?" 0.495 0.492 0.498
T — 99.16%  99.37%  99.70%  99.73% AR5 0.502 0.501 0.510
Resize 0.75 98.59%  99.07%  99.41%  99.49% GRDH™ 0.502 0.503 0.512
JPEGJE4F 90  9830%  98.89%  99.17%  99.21% _ LAGDE®@ 0500 0.501 0.500
Flicker8K
Gaussian Blur 3 97.78%  98.39%  98.79%  98.93% SNAD™7 0.497 0.500 0.495
Median Blur 3 96.01%  97.00%  97.62%  97.79% AT 0.501 0.501 0.509
Gaussian Noise  0.01  98.17%  98.79%  99.12%  99.23%
435 BEGESH

434 wAMWSHT

VRS MR Ve, AN R B 4E
SRNet. XuNet 7E N 1] 32 i ba 5 401 TH EXF A
o5 07 kAT 7o Eea, LY oA I GE 77,
IR EE RN 6 Fiw .

&

G2 TPt B A DR ABLSR, & B
MG R PE S IR R B REE IR 1k

NYSAEA ST IRAE S AT ORFF T PR RE, AR
XA RS S W P [ AT T M S AR HEZE I St
N, SRRARWMER TR, K EEETE
St SRS TR EY S, WRIE T TR
IR IR RS &l W DKW o R A T = (TR
r A AR, RIS AS S, A
B B G o o7 2 A AR L e
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%41
=7 BERENESIREE
45 ¥ifE bRtz
1 2.1x107 149.7x107°
2 -2.4x107° 1-1.1x107°
3 3.6x10™ 1-1.4x10™
4 1.2x107 1+3.6x10™*
5 1.5%x107° 1-6.1x107°

SEIGE R, A SO IEA BB R R I E
E10* 51073 EH NS, HbrieZE ShriEES
R ZEFLR107°, JUT 20, Fidgs i
B, AR SCAE PRI LE ) SR A AN bR i 22 5 bR
B AT, Aef% T fa e HUGE FC Y SO AL 1)
ARG, AT B s Ao B v ) A AR
4.3.6 HERELRE

N VTAR ) B ARG B SR U A R [ FE T
R, AR SCAE MS-COCO #dE & L k4T T W @l sk
B, XTEC T A o E AR AR 2 PR S B R ISR L
MRS, LI R wE 4 Fos.

99.5%,
99.0%|
98.5%]- [/
. 98.0%
@ 97.5%
£ 97.0%
% 96.5%|
96.0%|
95.5%,
95.0%|
94.5%

PR

SERRGILSR

SCIBARRY], RS AELGEL N, JoE R
5 BIRIBUHER A MR X RBIA GBI IS AL
BRI A, (HAERGRREA TN, 540
AREP R RAREEIRE, A SEGRBURI. At
R, SN R E AR AER N T R S EUE AP
BN A R], ISR AR P XS BRI
FERIRONT . IZBRAE RPN S R EARIATR T, &
FAE T ARG E S HER R

5 %HERIE
E X A AE R UG B 5 5 v e S A PG A o

B PUTPCE T A ER AL, AR —
T T3 AT DR FF RN 5 1E A2 WS I MR B 5 7 7
1275 1208 1 R B AL 3 A5 2 R A i 2
B, JRai R E AR, A ORI RS
AT RV YRR R, BRI T A
BB i i . SCaR 45 REB W], ATk AE
JPEG S 45« JEI I W 75 45 22 Rl B 38 26 A F 12
TRAFEF IS ICAER 32 Ak, BT A st 3 AA R
SRR SRtk LS B RGEE -8, A
REA RS RS A Bl

SR, SZBRT AT IR ANL], SRR
THEE] ARRMIBTFE TAE AT LA T TR 2
FEDRFFE U EIRTIE |, RTITER R R KI5t
HEREEGU I EHEE: RN SHS:
BN AE IR, RGIRR G S TR R
. FRlCA R SHUIE EFE L], DAEsh A
P S BRI S S AL T ) A o
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